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Connecting hardware 7R 1937 DYXINN DXIPAND .DMINNN) NNON
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"2 W8 P May Ul non 10> nTINK NNYPNY 200 N o
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-2 NTNRYY NONON MMM N Ny RJ UTP45 ypw
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. NN MY DOYPYN IO D HD1D Mt 29 Y25 !N
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92510 oo oxnna (S/FTP) 55% 702 ,FA AWG22/23
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M1 Ny 0900 W IEC 60754 >a> HFFR nvoyn
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20099 NLYN DY DTN DX DD HAON .NNVYPN
1 9250 . HFFR o) movp »mxn noyn , 00w DdyaNa
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SU9N 2N DIY PN DAOM
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ASO/IEC 11801 ypn Yy 091N /pNN .OMINON
:TPVINN NDY2DN N1AY ONPNN NYOT
TIA/EIA 492AAAC, TIA/EIA455-220
Type Ala.2 Ed.2.0 IEC 60793-2-10
IEC 60793-1-49 Ed/2/0
ITU-T Gé51-1
ISO/IEC 11801

: N TN NYITI IHNONHDN PNYNN 1N NPNINOVN °
IEEE 802.3u ooan Ethernet 100Base-T
IEEE 802.3ab vvan Ethernet 1000Base-T
IEEE 802.3an ovan Ethernet 10GBase-T

29N TINNY NYITI PVIRN TPIIVYNM JN2 NPNYNIVN °
IEEE 802.3u ooan Ethernet 100Base-T
IEEE 802.3z ©0yan Ethernet 1000Base-T
IEEE 802.3ae voan Ethernet 10GBase over fiber
Ethernet 10Gbase - LRM Ethernet over
IEEE 802.3aq ©v121n multimode fiber
Ethernet 40G and 100G
IEEE 802.3ba vvyan over fiber

(Cabling 19725 N9y NN 935 NYPY N¥P NN NN °
YNV PN DRNNA MN N972D NN NN Y3 Subsystem)
7.39y0 1 pYn 1907
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.0.7dB 5v o010

»2nn> TIA/EIA 604-3A 5v D)IPN2 YTHY D2NHN o
.0 np>1aY FOTP 1077171 »pmLC

N7 MIT T
162 n*ua 132 NOTIN 1133N l )



OVINRP

vHw N2
111299 2359V VY91
AN NN P NWY QNN MNP IINK MIVY NN o
2NN MINNN 29D PNTHI NYYN DN MIPNN L
MOMN IUM .1.6.6
D925 5 TN 29NN MY FVAIN IWIN - DOVNN D IVIN °
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MNP 12D NPIION AN NYITH DRNNA

FC/LC/MPO »ann 0¥9910 onv 1poo’ Doa5n J
.NIPYT DOV NNYPNN TPN 97y YITID MAPY/OMOT

92 MNNY D257 TANNN 22D VDY JPNNA TIND AN Yo °
2ON YV NYaY

SVMIN PWONN 1IN .1.6.7

197 N2 Mmpnno—1U 5¥ D202 PVNN N FINDD °
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9910 DMIVIN NODIR WIN NN NPNYY 1LY D19 515> TINRNDN °
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19PN DIV IWIND IONX DMION DIYNNNI

DY TPNYNRI NN YDA DX2Y0Y MO YPIANN TININN NN °
PN 250 Sv 0P

.0.1 dB -nyop mm Timnn IR MmN °

.60 dB—n yop 1 (Reflection) naynnn nma °

.4+75C 1y -25C -1 9902 Ty INdNN o

.1 np>71a a0 EIA FOTP 11, 97y 7987200 1pN2 Ty indnn o
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DUAN 2N MY DPNDN NN PVINX DD DI L
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N7 MIT T
163 n*va 1'11 NOTIN 113N l )



2IVIND
ypv ma

D19 2330 V9N

WNIAD v, 2NY N\INn Splice MIXAY 7NN DY MIpna °
927NV NIPN D2 )H1NPNRY PN NONPL VPRI, INI2
SNMYIND NIIN NYSIND PHON NDAP .1NIN TINA PIVIN

NPTV NNINND KNIV 7Y PMIKP MWL IND’ PVIIN D25 D °
NI VN IO DYDY MNNY HAON .NAAONN NPATI IN NPN
INVWHOTY VY DI DD DN IDNN DI PITT IWINOY

NP2 MIPN OIPHA MIANY 1DIDN DXYON DY NIDINMN PD2d °
MOYN TIN2 N0IN D35 NAY A5 . ANYPNN PIRD MIWIND

NNYPH MNIN .1.6.10

NINN NNYPN TP 020 15D INDOOR nmx .
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DDV TN NNOT 2 .
N NDIN YD DY AP DDA .
D925 NOMIY MYV NN + INNN DDAV D9 NDD °
RN TINA DPOIN NP2 DY RO MIAN .
POYN NOON .
.7IPN2 VLTIV YD N5 165 CFM 0 NND 4 .
LDMINRNN + NYIIT 9 )P 100-2 97NN 30% TN .
.197-5 251-13 PIY MINNN °
W79 Y D19 °
DPPOT DNDIN,DMII VD .
M OYPY 12 SY DX09 2 MYNNNIA PNN NIND DNYN NNN .

TV ONINA TINRND MY OIXTNVIN TI DIvN DY N DO
$)INON DY OMYNPN ,NNYPN MNINA MPNND

;i 16A G 070N 7Y PIN NNNN NDND .

NN MY NN SPIKES ny»und ypnn ypn oypwn 091 °

CEE 16A ypn nnyoa /m 10 Ty 5¥ TINA 7P v Had °
2No yaxa

DY) MYXNNA F2INNN NN TITA OY 171 16 NPIND DD °
NS 525

W RITTAL , APC, KNUR CPI nasn oonav mnIx .
: NN VAN 29D Y'Y

NN AN ITIND 42/44U NN .

; 600mm (W) x 100mm (D) .

;197509 NIT 2 °

NN 78% NINNND NONND TPNNNRY TINTP NYT .
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.7IPN2 VLTIV YD N5 165 CFM 09NN 4 .

LDINRNND + NYIAIT 92 )P 100-D 97NN 30% 9719 °

197-5 257-13 PRI MNINRNN .

WT A0 NPY D19 .

DPPOT DNIN, D12 VD .

M2 OYPY 12 HYW DY 2 MYSNNI AN PIND HNYN NN .
TYVPNN ONIND TINND MY O>TNTNIN TI DIV DY N DD
;)31 DY OMNPN ,NNYPN MNIN MIPNND

; 16A G n7nNn Y PIN NNND NOND .

N0 MY N SPIKES ny»ind ypnn ypn oypwn 091 °

yaxa CEE ypn nnyoamn 10 1y YW 73N o 70t Dad °
2N5

S¥) MYSNNI T2INNN DN TITA OY D7D 16 NPIND 91D .
N Dad

CCTYV mmosn noyn

CCTV royn .11
Yy 111

;NN TNND NTYPH N0 DHIYNI NYONLYTI MNY¥HN NOYHn  .1.1.1.1
MANY JYANN NIIVNN .PNINN MIPNNI DIPN NPNN NIRIND
95 NN VHYPNY 1) NIPMNN MNIXNPNN NNX D2 NNHN T2
N8NN N DY NDIN NI NYNINNDD IYNNN

MAN PN22 MINIAN TIYND MYYTY MYN )N Nownn .1.1.1.2
DTN Y2 HYW 09N NI THINDHINTN NVOPNY DMIOVNI)
YIWUPN NPV DY NN NDID DIDON NIIWYNHN INDNN ANIND)
79N YILYLN NIDN YIVLYLI YIN VPIRN DY NVOPN 7Y
INWIND ONNN2

NIONIIIPNI MY T  1.1.1.3
: MININ NPXPND YINA JWAND NYITIN NIIWNN
rLive Video” -2 19y °
INT NVOPN .
NVOPN I NVOPN TV ,NVIPN NP MNPV .
MY .
VYPINN INTNIN MHDNN .
INTIN NN .
NODD NITYA TOY THDINY M3 37y P NIIWNN NI °
19 SETUP nyap ,nmnbNna n»as °

Video Loss a8n Sy nyann nbap .
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DY DTN, NPTINI, NN DD NNNN INY NN °
1IN DMNYNY T IIMYN INT VID DY NORVINT
PNN VIV NYN NIY ITNIVNN YOPN TINRY

,NNYNN) DY22591 9 1D NPVNPD NN GIND MIVON .
("19) NI

NIV MNYSNY MM (joystick) NVIOY NN DIon .
nVOYPNN

92PN DN MIYIN DD NN YN M 1N .
:DINAN OYNIND NMIONL VNAD MPMN MN8N .1.1.1.4

NVIPOY NOID MNOT @
MINOIYN e

NPOYM NONDONY e
MMPN MNITON e
DYNDY DNLY  ®

MIND PONNI NP NN @

IYANN TUN NINDND THORVNT NIIWN NN JPMNY NOwpn - .1.1.1.5
DM YN TUNY NONN NP DY MYY 24 NN NVOPN
PHRINN NYIL 2YNND NTHY D1 1198 NININD NMIWAN) MNSD
S99 TNV

DOPNYHN MYNNNI DIODN DI DI HY MWD 1IN .1.1.1.6
NN 5210 RO NPWI 1DV NINHN 1D ONY ¥ HNIWI DOVIIN
NOIND 22N 991 DNV

MM DI DY WINT NON GIWNDY P1TAY Papn nyanNa L1.1.1.7
1PIAPN NPINNI,POD 0N WNID .NPONN DY DINNI MNONNN
AN DIWIND) NLWN ONIN NX DXIN MNONNN OIPII YD P11
APY P2APNN WPATY DIPMIN MY DI .WPINN NDIN NN
0N 21N 53 NID WD NINNNM ON

TN MNINNN DY NI 19) TPNN DI NIPNN IR DYON NTayn  .1.1.1.8
, w0 QOS MITHN OIRD DD PHRIIN NYITH ONNNL NLYA
NOYIN TN YATI TUN D) AN 250N 1IN ,NVIPN VNN
PNTHN NINT MYIAYD NOIWNN DY INON

NYon noynn  .1.1.2

DY NON NMNON AN ITNND NIV HOP NN 550 Mndsn  .1.1.2.1
5912 PP/MIPN2 NN 12D MIPNND IITINY YVIN NN
NNYND MIVIAP MYTY

N9 MNONN 190N NMAN NIVAIRNDN POXIVI NYIVN  .1.1.2.2

22901nNn NVYPN N oy NVR 1mo5v»T nudpn »nw noyn .1.1.2.3
INAY O3 60 MYV 24 -5 MNDNNN DD NVOPNY

MR AND TN NI NN 1.1.2.4

Mmam VMD 1125

mwap IP mnvsn .1.1.3
2N Y51 Npnvw yax IP-POE »non v wm™mn mmnbsn by 1.1.3.1
MYSNNI OOININ NNYPN YTPIND 1I2IN> MNOSNN INND
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MmN No9s oy MINI 7 DOM »0n 11> 19909 Mpnnd mndsn
PN NIRNND RDP ONX 12INNY DIDA/NA TIN MPMNY
SPPA/MpNn Yy
9251 NN TN M BRAKET navin 9»on nnosnn
U9 0NV MNP Jpmm RJ45 1 7anm
aN52 TN OXNNA 5-8MP 5w 1151792 10NN NNYNNN Do
PIND
NMINON AN YIATIV 1PN NI NMIPIN D2ON NNHNNN
.2 NYNN YWMN D000 NNONNN
PNNY 151 NNINRN ONINA 8D LED n NN 9950 nndsnn
Nad m 15
NN ONIND DIPNY XI9PN NON LED nnn 5950 nndosnn
OM)
Ethernet nwA5 RJ-45 71250 91951 nnbsn Ho
.10BaseT/100BaseTX
.NaY »CMOS 173 NON 1P MNINNN WN
MAIMWDR 21501 mndsnn 55
IN IYIAP NMMNON AND VTHND DRNNA NYTY — NN NNONNY
1174 \w»N5 F 1.3 03032 1071 2.8-10 P2 PO mym Varifocal
IONNN MOY NI NWTYN 71/3 WMOND TIY MY IN
N7Y 3-12 P2 NP0 M Varifocal nwty - ;NS n nndsnd
1173 3WON0 TV INY IR 7174 1w»ND F 1.6 Tpm 7IXA
125/99NY 281D N2AYN DI ,NDPD/D NON NN NNINNN
11979 NNINRN MNINA YVNIVIN 19INI
MY DMWY NTPIY NN NPIVITIN DI9IN NPNNN NNONN
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YNIN DIPND XX NON LED NN moon mndsnn
.INAY 1 30 PNIND NI NNIND
DN D92 Fps 25 — 17w nmnn
N TNND NN PPN NYNN — MPNNA MN8N P
AINN NNONNN
.DYIN TNN W VN
Lux 0.01 ;1529 Nno8n> Lux 0.1 — NWITI NOYONNDIND NIND
NN NNONNY
H.265 -y H.264 no>nT2 w1 nont
.MJPEG -2 no>mn
PoE — Power over Ethernet -2 n2>’nn
.(dcsvideo drive) >ONILIN DXNN DY MNN NYTYN
97195 125207 MNIN 792 D) MINN PN NPNYNN MNISNN
DYVIVIVA DXININNDN MMPN NP NMNIINN .TYNNI
NNNX NOT DY NN NMNTTON DY NMMAN : NININ MIVNID IWNYN
.DNIMIN MINN , DI TNN DIOON DY N1 AN N
TINDI VPN IN NN NON P Outdoor vIIWH NNoSN
TV TN VI (IP66) XN >nany »1y»  Box i/ Dome oxn
DY NINN PP NN MINON 9D .NNONNN DIPMY 17D 60
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1.1.3.2

.1.1.3.3
1.1.34
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.1.1.3.6
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.1.1.3.8
.1.1.3.9
.1.1.3.10

.1.1.3.11
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.1.1.3.16
1.1.3.17

.1.1.3.18
.1.1.3.19

.1.1.3.20
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1.1.3.22
.1.1.3.23
1.1.3.24

.1.1.3.25

(O9N8IN) NN PTZ o IP nndsn

.PTZ »01n Outdoor v wd nIiyas nwi nnosn
MNON AN ITMND 3-5MP Hv T YN 1INV
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207997 MYWIT

125/9NVY 2A8NY NAYN DD ,NDYD/DY O AN NvsHn .1.1.4.5
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w1, DVD ;2vwni : 110 DWW IRTY DIMNPN NN TIND WHwn N¥dvnn o
219Y DI TON N0 D DMV YRV NP OYNNIND 101 INTY DTV

DMHVINT INTY MMN YV NN INDN TPOVIVT NN NN NNIVNN °
HDMI : »non

019N N2 VGA NON DYNZIN NMIMN DY NN GO TWIND N80010 °
.DYINNN

95 NINN MIVIRNDN NINN MITN 7Y NYYN NXIVNN IR MMNX NN o
.9ym CATS Mon nMYpn »925 Sy M PYO NOMON MMND

.MpPan novn 7y LAN N RS-232 nodw)y mdnn n¥dvnn .

MNINI MDON DI NNNY DMIRNNN DIDTHA NPNN MNIVNN o
.25% Sv MY 9915 ,09I182 NNIDINNDN

70dB Yyn v S/N on> oy (3dB-) 400Mhz -1 NN X9 WY ©9 2N .
70dB Syn 5w S/N o oy (3dB-) 30KHz -1 nna> 8o PTIND 09 2N .
(5dB) 50MHz -1 nnan XY INTNHN XY 12 NAONN °

.0.05% Ty PTIN ONNY o

NOYAN M, NN 0NN NN LED 0y 0805 nbya mnn ny»vnn o
DINND NN NP DNNNIN TAN DY NYNT IWND 1IN N8N NN

.DYWITIN DDA NIDN YPOD DD NN DYON NNIVIN °
Auvn vy iR KREMER : nhan nasnmg 7onn nsd»onn .

YAV NN /90 .15

line Mo 19 AC, line -, Mic mD)5 9WaNn N¥»LvN 9o o
. MNON AN ITIHND OXNNA
. 20-20,000Hz my>n onn o
.100db Yy S 1T NV o
.75db Yv CROSSTALK o
/COBRANET IP »oR0»T PTIN 7120 N9 o
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8o oxnna noonT ,DELAY
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.DYPYON 8 Ty — MDNON
MNIYOT MONONN NNX DI HYW 123NN NNXY DY DIYYY 1N .
T2
.7ONS DN’ preset 1ANM 10 NINAY o
.6 IN/OUTMNSY 0w DdyIn MysnNa DY VDY N1DY o
:)AIPIA NI HIT TPXNNANP MDD °
Gain adjust,
Mic/line level
Phantom power on/off
Noise & Echo canceling
Filters: all pass low pass, high
Mute on/off chairman

Override AGC on/off
Speech leveler on/off
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Auto /manual gate
Gate adaptive ambient on/off

DVNIVIN TOPINY DMVNI °
Number of open Mics (NOM)
PA adaptive mode
First Mic priority mode
Auto /manual ambient level gate
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P 1o5R0LMT PTIN NN NI °
. LED N9n »n °
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Physical specifications:
24 Ports PoE+ switch

19” rack mountable unit

24 10/100/1000 RJ-45 Ethernet ports with PoE+ support

At least 2 10Gbps SFP+ ports for uplink

2 stacking ports with speed of at least 10Gbps FD (10Gbps + 10GBps) each
Stack / Virtual chassis support (at least 8 units in stack)

Optional - Redundant 220V AC power supply support (including PoE power)
Operating temperature 0°C to +45°C

48 Ports PoE+ switch

175

19” rack mountable unit

48 10710071000 RJ-45 Ethernet ports with PoE+ support

At least 2 10Gbps SFP+ ports for uplink

2 stacking ports with speed of at least 10Gbps FD (10Gbps + 10GBps) each
Stack s Virtual chassis support (at least 8 units in stack)

Optional - Redundant 220V AC power supply support (including PoE power)
Operating temperature 0°C to +45°C
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1.5.1. Management, monitoring and troubleshooting support
Access switches must support:

CLI management access through console, Telnet and Secure Shell (SSH) v2 over
IPv4/1Pvé

Graphical Web Interface through HTTP and HTTPS over [Pv4/IPvé with
support for all configuration aspects of the switch

Human-readable ASCII-based configuration files for offline editing and bulk
configuration

Full configuration and reporting using Simple Network Management Protocol
(SNMP) v1/2/3 to facilitate third-party network management over IPv4/IPvé

File upload using USB, Trivial File Transfer Protocol (TFTP), FTP, SFTP or
secure copy (SCP) over IPv4/IPvé

Multiple microcode image support with fallback recovery
Remote auto-configuration download

BOOTP/DHCEP client that allows autoconfiguring switch IP information for
simplified deployment

Local (on the flash) and remote server logging (Syslog) for events and commands
Policy- and port-based mirroring
Remote port mirroring

Port monitoring feature that allows capturing Ethernet packets to a file, or to an
on-screen display to assist in

sFlow v5 and Remote Network Monitoring (RMON)
IP tools: Ping and trace route

Unidirectional Link Detection (UDLD) and Digital Diagnostic Monitoring
(DDM)

Time Domain Reflectometry (TDR) for locating breaks or other discontinuity in
copper cables

IEEE 802.1AB LLDP with MED extensions

Multiple VLAN Registration Protocol (MVRP) for IEEE 802.1Q-compliant
VLAN pruning and dynamic VLAN creation

Auto QoS for switch management traffic
Network Time Protocol (NTP)

Fully programmable OpenFlow 1.3.1 and 1.0 agent for control of native
OpenFlow and hybrid ports.

OpenStack networking plug-in compatible with Grizzly or higher
Troubleshooting

1.5.2.Performance, resiliency and high availability
Access switches must support:

176

Wire-rate switching and routing performance

Ring Rapid Spanning Tree (RRSTP) optimized for ring topology to provide less
than 100 ms convergence time

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP), IEEE 802.1D Spanning
Tree Protocol (STP) and IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
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Per-VLAN spanning tree (PVST) and 1x1 STP mode

Support for IEEE 802.3ad Link Aggregation Control Protocol (LACP) and static
LAG groups across modules

Broadcast and multicast storm control to avoid degradation in overall system
performance

Layer-2 port loopback detection for preventing customer loops on Ethernet
access ports

ITU-T Y.1731 OA&M fault and performance management
ITU-T G.8032/Y.1344 2010: Ethernet Ring Protection (ERPv2)
Built-in CPU protection against malicious attacks

Virtual chassis 7 stack 1+N redundant supervisor manager
Redundant and hot-swappable power supplies

1.5.3. Advanced Security
Access switches must support:

Autosensing IEEE 802.1X multi-client, multi-VLAN support
MAC-based authentication for non-IEEE 802.1X hosts

Support for dynamic change of authentication (CoA) and enforcing traffic
remediation or restriction for non-compliant devices

Terminal Access Controller Access-Control System Plus (TACACS+) client

Centralized Remote Access Dial-In User Service (RADIUS) and Lightweight
Directory Access Protocol (LDAP) administrator authentication

Centralized RADIUS for device authentication and network access control
authorization

SSH for secure CLI session with public key infrastructure (PKI) support
Learned Port Security (LPS) or MAC address lockdown

Access Control Lists (ACLs); flow-based filtering in hardware (Layer 1 to Layer
4)

DHCP snooping, DHCP IP and Address Resolution Protocol (ARP) spoof
protection

ARP poisoning detection
IP source filtering as a protective and effective mechanism against ARP attacks
Private VLAN for user traffic segregation

BPDU blocking: Automatically shutting down user ports if an STP BPDU
packet is seen to prevent topology loops

STP Root Guard: Preventing edge devices from becoming Spanning Tree
Protocol root nodes

1.5.4.Power over Ethernet (PoE) support
Access switches must support:

177

IEEE 802.3af (PoE)

IEEE 802.3at (PoE+)

IEEE 802.3az (Energy Efficient Ethernet)

Configurable per-port PoE priority and max power for power allocation
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Dynamic PoE allocation for delivering only the amount of power needed by the
powered

LLDP PoE Power Negotiation

Total available PoE budget per switch, at least:
o 120W (8 port PoE switch)
o 180W (8 port industrial switch)
o 390W (24 port switch)
o 780W (48 port switch)

1.5.5.Quality of Service (QOS) support
Access switches must support:

Priority queues: Eight hardware-based queues per port for flexible QoS
management

Traffic prioritization: Flow-based QoS with internal and external (remarking)
prioritization

Bandwidth management: Flow-based bandwidth management, ingress rate
limiting; egress rate shaping per port

Queue management: Configurable scheduling algorithms, including Strict
Priority Queuing (SPQ), Weighted Round Robin (WRR) and Deficit Round
Robin (DRR)

Congestion avoidance: Support for End-to-End Head-Of-Line (E2E-HOL)
blocking protection

Auto QoS for switch management traffic

Three-color marker: Single/Dual Rate policing with commit BW, excess BW
and burst size

1.5.6. Multicast support
Access switches must support:

IGMPv1/v2/v3 snooping

Multicast Listener Discovery (MLD) v1/v2 snooping

At least 1000 multicast groups per stack 7 virtual chassis

IP Multicast VLAN (IPMVLAN) for optimized multicast replication

1.5.7.Routing support
Access switches must support the following routing protocols and features:

1Pv4
[ ]
[ ]

178

Static routing

Virtual Router Redundancy Protocol (VRRPv2)
DHCP relay (including generic UDP relay)
DHCP option 82

Address Resolution Protocol (ARP)
Policy-based routing

RIP v1 and v2

Static routing
Internet Control Message Protocol version 6 (ICMPvé)
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e RIPng
e Virtual Router Redundancy Protocol version 3 (VRRPv3)
e Neighbor Discovery Protocol (NDP)
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